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1. Summary

This guideline relates to approximately ten years of experience of the SySS GmbH when
performing security checks both in large multi-national and in traditional mittelstand®
companies and is based on the wide range of our consultants’ experiences and on the

intensive communication with our customers.

Security checks and penetration tests are, according to the SySS GmbH, an active quality
control of IT security. Within this area our main competence is the check of classic networks,
web applications and WLAN.

This paper is aimed for assisting you in selecting the appropriate test items and the
respective testing procedure from our offer. We will describe which preconditions are
necessary for a positive, efficient and successful performance of a test.

We will also show you which decisions and measures are successful so that the test may
also be perceived internally as an outstanding and positive rendition of service.

2. Possible Arrangements

Due to the fact that IT systems run in a lot of different ways, security checks cannot be
performed by just one standardized procedure. Therefore, they have to be dealt with flexibly
and the way to proceed depends on several factors, such as:

The perspective from which the test is being performed (see Test Perspective, p.7)
The way to deal with DoS potentials (see Aggressiveness, p.8)

The internal coordination of the project schedule (see Announced and Unannounced
Checks, p.9)

The systems and web applications which are to be tested (see Object to be Tested,
p.4)
Possible key aspects (see Test Depth, p.5)

Regularity of tests (see Test Frequency, p.5)
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Special circumstances during the procedure of the test (see Hidden or Open Tests,
p.10).

Selected test modules (see Project Modules, p.10).

Granted budget.

2.1. Object to be Tested and Test Coverage

Both when performing external (module INTERNET) and internal tests (module LAN/WAN),
the objects of the test are systems and their IP addresses. The customer selects a
representative sample of the total number of IP addresses. The number of addresses to be
tested is called test coverage.

When testing web applications (Module WEBAPP), the object of the test is a web-based
application and its functionality.

When checking WLAN, the object of the test, however, is the WLAN of the location of the
customer. The coverage of this test describes the size of the campus to be examined and the

number of locations and buildings to be checked.

Test object and test width will be taken into account when compiling the offer. We will also
calculate our time need. According to the variety of systems and applications, which could be
of use in all possible cases, it is very difficult to give you general information. We therefore

give you the advice to discuss your object to be tested directly with us beforehand.

In general — especially in big networks — it is not possible to check the entire internal or

external network within the test period. Therefore, it makes sense to select some systems.

A special form could be that the SySS GmbH selects samples independently from one or

several networks.

If either the customer or the SySS GmbH realize during a test that changes would be
sensible, it is possible to adjust these changes in a non-bureaucratic way given that they do
not alter the test duration. These adjustments will take place in direct agreement between the
consultant in charge and the contact person of the customer.
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2.2. Test Depth

The test depth is the automatic consequence of the chosen test object and the time
available. If one of the goals of the test is to gain an overview over a big number of systems
in a relatively short time, for instance, the test depth will be rather low and the search for very
high risk potential will have priority. If, on the other hand, there is sufficient time for just a few
systems available, it is as well possible to also record misconfigurations, which may not be
direct security flaws.

The main focus of the test object as defined in the offer will be discussed at the kick-off
meeting. The general goal is to state the current security level of the test object within the
test time window and to portray which security holes are imminent risks. It is the norm that
the consultant in charge will invest more time into detecting security flaws — which enable

third parties to intrude — than to deal with errors forming only minimal risks.

The ultimate goal is to get an extensive overall picture of the security level of the test object
to clearly name any risks and make suggestions for a remedy. This all happens by way of a
report (module DOCU).

If there is the urgent need to change the main focus during the test or to change the test
depth, this can be done after a direct conversation between the consultant and the contact
person. As a security check is never a linear process, the SySS GmbH offers the necessary
flexibility.

2.3. Test Frequency

Security checks will not have an influence on the security process if they only happen once —
for the measures which will be executed after a test to remedy any detected security flaws
should become part of the members of staff's work routine.

In order to obtain effective results, a security test should be fully integrated into the security
process and be performed steadily. Companies attaching great importance to IT security
draw up test plans reaching far into the future:
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Q2 Q3 Q4 Q1 Q2 Q3 Q4
2009 |2009 |2009 |[2010 |2010 |2010 | 2010

Security test of
systems in the
Internet (module
INTERNET)
Examination of web
applications X X
(module WEBAPP)

! mn
WLAN Test
(module WLAN) X X

When setting up such a plan it is important to take the permanent change of IT networks and
applications into account. The scheduling should be revised and updated approximately
every half a year. Furthermore, every test for each respective test object should be chosen in
order to have a maximum of benefit and to prevent a negative routine to occur.
Vulnerabilities can only be identified by a long-term test plan, thus quality management can

be demonstrated.

2.4. Expertise at Security Tests

When performing a security test, one both takes up a certain perspective (see Test
Perspective) and assumes a certain expertise of a potential perpetrator. The SySS GmbH
generally orientates itself roughly by the Black-, White- and Greybox Model.

“Blackbox” Model
According to this model, the customer only obtains minimal information about the test object.

A “Blackbox” test should not be misunderstood as a test where there is no information flow
between tester and customer and where goals are entirely selected and checked
independently.

Before the test, it is vitally important to verify whether a test of the system or of the network is

a sensible measure respecting organisational and technical matters.
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If a selection turns out to be elaborate, perimeter detection may be executed (module
PERIM). Therewith, the SySS GmbH identifies test goals rather independently. Results and
the selection of samples will of course be discussed with the customer who determines the

release of the test and procures all necessary licences.

“Whitebox“ Model:

Within this model, extensive information about the test object is transmitted. Normally, it is

not necessary to have this abundance of information within the module INTERNET.

“Greybox" Model:

Security tests of the SySS GmbH generally fall into this category. The customer supplies
exactly the amount of necessary information to us so that we are able to perform a security
test. If further information is required, we will get back to the contact person of the customer

company.

Any kind of information being essential for the test module will be named under “Customer’s
Assistance”.

According to many years of experience by the SySS GmbH, this method is considered to be

the most efficient one.

2.5. Test Perspective

Different positions, which a potential perpetrator may take up, need to be covered by
different procedures.

Thus, one can check which infrastructure is available from the Internet at all. With this
information one can estimate the risk of the system being a target for attacks (module
PERIM).
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In case we should check which risks directly emanate from reachable systems on the
Internet by non-privileged users, these systems will be tested externally (module
INTERNET).

A web application test is different. Primarily, it is performed from the perspective of regular
users (in contrast to unregistered visitors) of web based applications although it is performed
from the Internet (module WEBAPP). This test also deals with the perspective of not

registered visitors.

The security test in the internal network (module LAN/WAN) checks the company’s network
from the perspective of an internal perpetrator. Hence it has to take place at the actual
object. When performing internal tests, a lot of systems, which in turn offer an enormous
number of services, are reachable. Therefore, the way to proceed will differ from external
tests. Among other things we will concentrate on detecting severe security flaws which can

easily be exploited.

Security tests of WLAN (module WLAN) are performed from the perspective of a perpetrator
in reach of the WLAN aerial. During this test we will examine whether unauthorized use of a
network is possible or whether existing connections may be compromised. In the same way

as the internal test, a WLAN test has to take place on-site.

2.6. Aggressiveness of Tests

DoS (Denial of Service) potentials are very important. On the one hand they can occur by

errors in services itself or on the other hand by misconfigurations.

Generally, it is not the aim of security tests to suspend systems or applications but to show

such origins of danger (unless the customer explicitly wishes it).

The following procedure to detect DoS potentials has proven to be effective: If potentials are
being found, we get in touch with the contact person of the customer first. In direct
conversation we decide if the SySS GmbH should actually provide evidence (i.e. cause a
perturbation) or not. Exploiting DoS potentials may be sensible if the customer wishes a
proof that it is necessary to alter some constituents of a certain system (maintenance,

separation or replacement).
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In order to reduce any effects of perturbation which may occur as a result of a DoS potential,

the following measures may be taken into consideration:

Tests are best performed at times of lower network load, i.e. in off-peak times.
Evidence of test systems (if available).

If the potential is being detected in a number of cases, selection of samples.

Additionally to the performance, a person in charge of the system has to be at hand.

Tests opting for a paralysation of networks by using the entire bandwidth are not performed
by the SySS GmbH. The risk of such attacks exists at any time and may be determined when

considering the given bandwidth.

As a security test is an active control, a perturbation of the systems to be tested can never be
entirely ruled out. Detriments can either occur on the functions of singular services, the

tested service itself or the entire system being tested.

During the test of web applications, one does not primarily assume DoS potentials. But as
there may be requests to the data base in the course of the test, which regular users do not
generate, these risks also exist here. Therefore, it is difficult to foretell such difficulties. If
there are clear indications, we may proceed in the same way as described above.

A security test without potential risks is not possible.

According to the SySS GmbH'’s empirical value, there are two main reasons for DoS during
security tests: On the one hand there are often systems and applications not being able to
even deal with a moderate load of a test and on the other hand there often are very old and

badly maintained services.

If and how to test old and very old services (with a patch level of the year 2000 or older)
should therefore be always subject at the kick-off meeting. The same applies to load
problems in general. In order to get around the latter problem, it can be agreed on to perform

certain tests in off-peak times.
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2.7. Risks When Performing Security Tests

Penetration tests always come along with an unavoidable risk which only differs in certain
aspects from function, load or connection tests. In the same way like with those tests, a
security check has to face a certain data volume which the involved systems have to deal
with in their normal work process.

The main difference to other test procedures is that during a security test certain services are
confronted with enquiries not occurring on a daily basis.

This is exactly the basic procedure when detecting all kinds of security deficiencies. There is
no alternative to this proceeding unless one would like to do without any technical measures

at all.

In order to avoid as many risk potentials as possible, the SySS GmbH proceeds in the

following way:

Test performance by examined and experienced specialists
Performance of penetration tests only after a written commission

Check of data delivered by the customer for correctness (e.g. IP-Ranges). In case of

a lack of clarity, the customer will be consulted
Kick-off workshop according to a proven check list including minutes taken
The SySS GmbH'’s customers are always correctly informed about any possible risks

before placing their order; during the on-going project they will be looked after to the
best of abilities.
Risk minimization by carefully designing the test project: Slow scans (reduction of

bandwidth), however, increase the test duration.

Tests can also be performed besides office hours (e.g. at night time/weekend). If the
customer explicitly wishes such a proceeding, a contact person of the customer’s

company must be at hand during the entire test time.

Analysis of test systems; if the test system does only correlate with the productive
system in a few points, the SySS GmbH will clearly indicate to this fact in the report

so that its informative value will not be falsified.

When difficulties occur, the test will immediately be broken off. Problems which are

created indirectly are often not recognized by externals. Therefore, the contact person
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of the customer company should be able to clearly relate problems to the test and
above all inform the SySS GmbH.

The chosen test methods are non-invasive. The result is that there will be a certain
reduction of the gain of knowledge which has to be taken into account. Speculations

of any kind will always be marked as such in the final report by the SySS GmbH.

The SySS GmbH would like to emphasize once more that it is essential that a contact person
Is always available during the test, for without him/her a number of the points stated above
cannot be fulfilled.

Above all, the contact person should have the competence to plan an alternative test course
or change the focus of the test if need be. If organisational proceedings do not take such
changes into account, they should be altered. In case the usual contact persons are not
available at some stage during the test they have to appoint delegates and grant them full

authorization.

Due to the experiences of the SySS GmbH, there are four technical causes on which all the

risks are based. These causes will separately be dealt with in chapter 6.5.

2.8. Announced and Unannounced Checks

The approach of penetration tests are targeted on technical but by no means on human
deficiencies. Unannounced tests, however, are often perceived as such by those involved.
Therefore, such tests have the disadvantage of often being questioned and doubted and the
motivation of members of staff is getting very low to put urgent security measures into
practise. The goal of a security test is often not reached by performing tests without

announcing them beforehand.

The lasting success of the SySS GmbH is to build up confidence with contact persons,
engineers in charge of the system and administrators instead of distrust. One main issue is

to offer to everyone involved to personally attend the test.

Tip by Sebastian Schreiber:

Communicate with all your members of staff involved about the planned tests. Therewith,
security tests will be understood as a useful rendition of service and the results will efficiently
be put into practice.
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2.9. Social Engineering

Besides all technical possibilities and options, social engineering® is one of the most effective
means to obtain sensitive data.
Social engineering originally means “Applied Social Studies” but the term is applied when

referring to “social manipulation” and comprises professional defraud.

The impostors often masquerade as entitled technicians or external service providers and
thus manage to request the wanted information successfully. Normally they have a good
knowledge about the business culture in order to be able to exploit bustling situations

brazenly (e.g. major IT changeovers, move, etc.).

Although social engineering is one of the biggest dangers for companies and the discussion
about measures for narrowing down this risk potential is certainly legitimate, there is a crucial
difference to all other testing methods: Test Object in this context is man and not a technical
component. But as man is not to be equated with a technical device working impeccably,
members of staff do often react very sensitively to this topic and therefore often have a very
critical attitude towards tests of this kind. For the most part they see such tests as ethically
guestionable and solely perceive them as inhumane control measures often doing more
harm to the company than strengthening its internal security.

Furthermore, a tester has to take on a false identity and thus lie to members of staff on
purpose or knowingly lead them astray. From a legal point of view such tests are critical if
they do not apply to strongly controlled conditions. Besides a legal protection of the tester, it
has to be granted that the works council, too, agrees to such tests of behaviour.

Due to the reasons given above, the SySS GmbH recommends only to take Social

Engineering tests into consideration in exceptional cases.

2.10. Hidden or Open Tests

The performance of security tests is — as already mentioned — not hidden. The leading
consultant will not implement any measures to hide the test activities. Our experience is that
measures being apt for hiding the test from automated intrusion detection and response
systems severely increase the test time, much more than is tolerable for a normal procedure

of the project.

% See also: http://en.wikipedia.org/wiki/Social_engineering_(security)
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The reports, which will be issued within the documentation frame (module DOCU), will
additionally give intelligence about the fact whether automated systems will have recognized

the tests having proven security holes with a high risk potential.
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3. Project Modules

The security test consists of a frame project and singular test modules:

‘ UIIGUR Ul yUUT VWLAIN

Additional TeSt Analysis of your products either on-site or at the SySS Lab

The respective test modules will be described in the following chapters. If your requests are
not fulfilled in a satisfactory way, please do not hesitate to get in contact with us. In such
cases we are very happy to provide you with your own individual project plan.

3.1 Kick-Off: KICKOFF

In a preliminary discussion (e.g. on the phone) we will talk about the project schedule. The
responsible consultant leading the test will discuss the following issues with the customer:

Time frame of the test

Contact persons and their availability

Review of the object to be tested

Fulfilment of preconditions

The way to treat the detection of DoS potentials

General information about the procedure
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Defining the language in which the report is to be written (English or German)
Number of required copies of the report

Enquiries and requests of the customer concerning the test schedule

According to special objects and to the selected modules, there may be individual changes.
Should any changes be necessary when performing the test as being described in the

respective sections of the modules, they will be discussed in due time.

Minutes will be taken from the results of the kick-off and soon be made available to the

customer.

Tip by Sebastian Schreiber:

Before the kick-off, it is important that you check the points and advice listed under
“Customer’s Assistance”!l The more time you invest into preparing and performing the kick-

off, the more efficient the test will be and the more will it be useful for your company!

3.2. Perimeter Detection: PERIM

Summary:

The SySS GmbH identifies networks and systems of the customer on the basis of publicly
available information. The customer will receive an overview of systems being active on the
Internet and belonging to him. He can release those for further tests. Perimeter detection
supports internal inventory measures and the selection of systems to be tested for further

modules.

Starting Position:

The total of all systems of a company being reachable via the Internet is called perimeter.
Normally, security tests are only performed on IP addresses which have been selected

beforehand by the customer (and sometimes with the help of the SySS GmbH).
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If it is not possible to have such a selection, especially when the networks of customers are

big and divided up internationally, perimeter detection may be executed.

It is the goal to compile a list of networks, which may easily be attributed to the customer, to
discover possible additional errors during the attribution and if appropriate to choose suitable
candidates for a test. The latter takes place by the customer’'s verification itself. The
customer also has the opportunity to correct errors in his own documentation or ask a service
provider (ISPs) for it. Due to the legal framework, the SySS GmbH cannot act independently,

but in any case it must be prevented that third parties are affected.
Reasons for this could be:

Undocumented outsourcing of IP addresses to third parties
Old or erroneous WHOIS entries

Common use of systems with third parties (e.g. web hosting)

Therefore, the customer has to release all networks and systems to be tested.

Other sources for perimeter detection are — besides the freely accessible data bases (WHoOIS,
DNS) - the customer’s mail routing and contents of websites which could to some degree

shed light on any corporate links.

Precondition:

In order to distinguish the customer’s systems from those of third parties and to be able to
synchronize any results with the existing documentation, a contact person should be

available during perimeter detection.

3.3. Analysis from the Internet: INTERNET

Summary:

Systems of the Internet are examined for definite security flaws and risks thereof are
evaluated. Within the documentation frame, a catalogue of measures will be suggested for

remedying any recognized vulnerabilities.
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Starting Position:

There are two kinds of risks when using systems on the Internet. On the one hand security

flaws may exist in some of the systems enabling third parties to

obtain detailed information about systems, which may be of use for further attacks,
enter into the system and use it for their own purposes or for further attacks,

to manipulate data, which should not be allowed to be altered by third parties.

On the other hand there is the danger that data from the Internet may be of use for attacks

without being intended so. This danger can emanate from:

Acquisition of information about systems and the software being used, which
may be critical information for other attacks (information leaks),
indication of the names of user accounts,

confidential data and information not relating to the system and the software in use.

This opportunity to obtain information should not be underrated as security holes may be

exploited in combination with just these hints.

Goal of the Test:

The goal of a security test within the frame of the module INTERNET is to check the
respected systems for any risks mentioned above depending on the test depth. The aim is to
specifically detect any security holes and to find data which can be exploited and monitored
by an unrestricted circle of users (Internet public). As described under section
“Aggressiveness”, it is not the aim to paralyse systems or services but just to detect such

potentials.

Web applications are not checked within the frame of the module INTERNET, if you request
such a check, see module WEBAPP.
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Furthermore, we will try to get a general overview about the present security level in a simple
comparison with other examined networks. An analysis of value of any kind of data found will
not be executed as our experience has shown that customers can do such analyses very

well themselves.

Performance:

The way of performance will be determined by the leading consultant but generally the

following scheme is observed:

Check whether data being made available by the customer are correct
Identification of operating systems and available services

Test of detected services with vulnerability scanners

Check of results, verification of detected security gaps

Use of tools, which cover areas not being able to be taken into account by vulnerability

scanners
Manual examinations

Proof of DoS potentials by arrangement with the customer

According to the existing information, the testing consultant chooses the appropriate tools

supporting his work best. Some examples may be found under the section “Tools .

Customer’s Assistance:

In order to perform a security test efficiently and beneficially for the customer, some

parameters have to be fulfilled. Otherwise, the test may become difficult or be delayed.

Systems must actually be reachable via the Internet.
The addresses of the systems to be tested must be available when starting the test.

When choosing the test time (within the kick-off), maintenance windows, dependence
on time zones (when testing systems abroad) and bank holidays have to be taken

into account.
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Contact persons should be available during the entire test time.

The contact persons should have a general overview over internal responsibilities of

the systems to be tested; this reduces the amount of communication during the test.
IDS/IPS systems should not block the systems to be tested.
Responsibilities should be clear.

For testing systems of third parties, a written consent must be on hand.

Tips by Sebastian Schreiber:

Make sure that members of staff and those in charge of the systems are informed

beforehand that the test may be received in a positive way.

You can increase the quality of the test when you have your own documentation about the

addresses to be tested checked before the start of the test.

3.4. Check of Web Applications: WEBAPP

Summary:

Selected web applications are tested from the user’s perspective for their security. Security
holes will be looked for depending on the used software, its configuration and application
logic.

Starting Position:

With web applications there is a high risk of losing confidentiality when unauthorized persons
access data. Additionally, the communication with the user is relevant, especially as both

external and internal users may be threatened by Cross-Site Scripting vulnerabilities.

There could also be security flaws which may cause malicious alterations at web applications

or its elements.

Similarly to the module INTERNET, risks consist of the intrusion of third parties and the

possibility of (unsolicited) information transfer.
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A speciality of web applications is the generally complex dependences on other systems,
e.g. e-mail and data bases — these may also get infected by vulnerabilities in an application.

Information can be gained from the data bases as well.

These dependences can rely on used middleware, too, and in an organisational way on

deliverers.

Furthermore, the security of a web application is not only determined by the application itself
but also by the CMS in use.

Another special feature of web applications is that amateurs may track vulnerabilities once
they are made known; therefore there is the danger of damaging one’s reputation and the

loss of confidence.

Goal of the Test:

The goal is to check whether any of the risks mentioned above are existent. The evaluation
of the risk of individual vulnerabilities is more significant in this test as the existence of a

general problem does not necessarily indicate to a special risk.

Moreover, the main focus of the test is to see whether the exploitation of typical security

flaws of web applications enables the inspection of other users’ data.

Finally, the security level will be estimated and measures for remedying actual vulnerabilities

suggested.

Performance:

The test performance depends very much on the function and structure of the respective web
applications. Therefore, it is not possible to lay down a fix scheme for the test procedure.

Nevertheless, it roughly follows the following pattern:

Getting a general idea of the divers functions of the applications
Detection of possible risks and starting points for attacks, e.g.
o Takeover of different/inaccessible functions

0 Inspection of different identities
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Access to closed data
Manual review of such risks/starting points

Search for more starting points

In addition, the following examinations may take place if requested:

Analysis of the session concept
Search for unsolicited released information

Security check of the CMS if at hand

Vulnerability scanners and those which have been provided for the test of web applications
are rather of a supporting nature as they are not capable to use and evaluate information

alluding to the context.

Customer’s Assistance:

For the test, it is inevitable that the customer passes on the URL of the web application
(regarding access data, see below). It should be taken into account that the used CMS wiill

be tested as well.

Contact Persons:

The analysis of web applications does not only differ from other test modules regarding its
procedure. As already described, security problems in web applications can also affect other

services.

Besides, web applications and their functionality generally do not stem from one source: The
design may come from an external agency while the programme of the web application is

generally written by either internal or external software engineers.

In order to remedy detected security flaws it is vital that the customer gets in touch with all
those who are in charge of the affected elements. Therefore it is of great importance to know
the contact information of all involved parties to be able to get in touch with them if

necessary.

WhitePaper-21/53



If there are no direct contact persons, two problems may arise:

Enquiries during the test, which may be useful for the verification of vulnerabilities,

may result in delays as there is no one to deal with them.

If the persons responsible for a project, which is affected by security flaws, are not

known, a possible remedy may be delayed strongly.

This is the reason why it is important that responsibilities are clarified well on time before the

test, even if this step seems laborious at first.

After that, everyone concerned should be informed about the date and the objective of the
test. They are also very welcome to attend the test if they wish. If third parties are concerned,

they have to agree to the test (by a letter of agreement).

Additionally, one contact person, who is well acquainted with the web application from a

user’s perspective, should be available for any further queries.

Dependences:

Any detected organisational and technical dependences should be communicated to the
SySS GmbH. This can take place during the kick-off.

Status of Web Applications:

The functions to be tested should possibly be available at any time. In an early or medium
early stage of implementing a new web application, a test may not yield effective results.

Nevertheless, it can be sensible in order to get decision-relevant results.

Access Information:

The SySS GmbH requires two user accounts at least per authorization level out of which the
test shall be performed. If such accounts are not available, a test may only be performed
from the perspective of a visitor. This does not often give any intelligence about the security
level of a web application. In order to obtain useful results, the rights of those user accounts
must not be restricted compared to the ones of regular users. The way how to generate

these accounts will be discussed during the kick-off.
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Test Data/Test System:

If the test should not be performed on productive data or systems, we can also work with a
productive system with test data or just with one test system. In this case test data files,
which could be accessed by the user accounts needed for the test, should already be

provided before the test start.

When working with pure test systems, the result of a security test is only significant if its

functionality corresponds in vast parts with that of the productive system.

Tips by Sebastian Schreiber:

In order to remove any detected vulnerabilities during a web application test, you need the
cooperation of the person who is responsible for the affected element. Therefore, try to
ascertain everyone in charge as early as possible and inform them about the test — this is the
only way to guarantee a quick reaction.

We also consider it as vital that you inform everyone being involved, also those who do not
play an active part during the test. By doing this you increase your members of staff's
confidence in the rendition of service of the security test and you strengthen the position of

your IT security within your company.

If there is no access information available for us, a test then is only of little significance.

Test Tools and Exemplary Vulnerabilities:

The analysis of web applications can be supported by the use of vulnerability scanners. We
use, among others, MAXPATROL (POSITIVE TECHNOLOGIES) and — if the customer bears the
license fees — APPSCAN (WATCHFIRE/IBM). The use of APPSCAN is a sensible measure,
especially when testing complex applications or when a high number of applications are

being tested during a project.

The effectiveness of security scanners is limited at this particular point. This is the reason
why the main tool for checking web applications is always an Internet browser, with which it
is possible to perform manual examinations. There are a number of plug-ins available for

FIREFOX, therefore it is preferentially used.

Additionally, we have to write custom-made scripts in order to actually verify security flaws.
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URL Manipulations:

If parameters are transmitted to scripts, etc. via the URL within a web application, there is a
risk that they are manipulated. In such cases it may be possible to make unwanted requests

(e.g. manipulation of prices) or to construct links for phishing.

Examples:

If a web application uses the following URL:

http://www.shop.com/shoppingcart.asp?Action=Buy&typ e=special&pri
ce=200
The price can be modified by way of URL manipulation. If other parts of the website are

communicated via URL parameters, as, for instance:

http://www.shop.com/index.php?session=xd67u9n&url=/ specials.html

Other sites may be loaded by possible alterations.
http://www.shop.com/index.php?session=xd67u9n&url=w ww.preparedsi
te.com

If it is possible to get an insight into the files of the web server via the information of the

tracks shown in the URL, there is a path or a directory traversal vulnerability:

http://www.shop.com/default.pl?..\..\boot.ini

If it is possible to execute operating system commands via the URL, there is command

injection.

http://www.shop.com/default.pl?angebote;uptime

At this point it may also be necessary to code any kind of entries that they can be executed.

The consequences of URL manipulations depend on the respective application. Therefore,

the risk will be evaluated individually by the SySS GmbH. URL manipulations only require a
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browser as a tool and no special knowledge. This is the reason why they are considered to

be a high risk for exploitation.

XSS Vulnerability:

If entries are not validated in any kind of input fields, code may be infiltrated. Cross-site

scripting may be possible both client- and server-side.

Client-side cross-site scripting happens if users can read mutual entries (forum entries,
comments about products, customer’s addresses, and a lot more), if entries are not validated
and if apart from text only, HTML, JAVASCRIPT, PHP-Code and so on are accepted. This
does not have to be part of the respective element but can also be uploaded by a server
especially provided for that purpose. This will be executed on the browser of each user;

therefore it is client-side XSS.

Dependent on the structure of the infiltrated code, other users will not recognize the XSS
attack when looking at the manipulated entry. XSS will not be checked in respect of only

plain text entries of HTML code and so on but of any kind of encoding.

Example:

A web application allows users to administrate customer data. The entry of comments like
“do not call before 10 am”, for instance, regarding a single customer, is normally not

validated. Therefore, the following thing is possible:

<script>alert('’XSS")</script>

or
“><script>alert('XSS’)</script>

If another user calls up the data of the customer, whose contact field has been manipulated,

a POP-UP window with the text “XSS” will come up.

When such XSS vulnerabilities exist, it may be possible to check to what extent more

complex entries are possible, e.g. Session Hijacking (see below), dependent on the available
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test time. As this is not always possible, the risk emanating from XSS vulnerabilities is

evaluated on an individual basis by the SySS GmbH.

Server-side cross-site scripting happens if infiltrated code is activated by the server and not
by the browser of a user. This may be enabled by include commands, for example, based on
a flawed configuration of interpreters (e.g. PHP, ASP). In the worst case such an infiltrated
code can gain administrative access to the server or manipulate web applications by, for
instance, setting up user accounts with administrative rights. Such cases of server-side XSS

are always considered as a high risk by the SySS GmbH.

Among other things, XSS vulnerabilities can be found by security scanners effecting
predefined entries. In a lot of cases, however, this is only possible by adjustments to the

entries, which security scanners cannot fulfil. Manual work is therefore necessary!

SQL Injection:

Structured Query Language (SQL) is a query language for relational data bases. These data
bases carry out the task of saving information in a lot of web applications. User call up data
according to the respective input fields and the results are processed by the application. If
entries are not checked sufficiently, queries can directly be posed to the data base in SQL;

this is called SQL Injection.

Example:

The application offers a search mask via which it is possible to search for users respecting

their location when internally using the following command:

SELECT * FROM user WHERE location="London’

As entries are not checked, the following query is transmitted:

London’;DROP TABLE User --

Leading to the following SQL command:

SELECT * FROM user WHERE location="London’ ;DROPTAB LE User --’
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The command DROPTABLE extinguishes the data base USER, “-* is used to suppress error
messages. Such destructive tests are not performed during a security test but they illustrate

the enormous risk emanating from SQL injection security flaws.

SQL data bases are also used for the authentication of users on the application itself. If
entries are not sufficiently checked at that point, there may be the possibility to fully avoid the

authentication mechanism.

Example:

The following command is used internally for authentication:

SELECT permission FROM users WHERE user= '$user’ AN D
pass="$pass’

The following user name is accepted by the application (and not rejected):

meier’ OR '1'=1

This results in the following query to the data base:

SELECT permission FROM users WHE