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1 Introduction

At the end of 2009, the SySS GmbH found a severe security vulnerability in different
USB flash drives with hardware-based AES encryption. By exploiting this security vul-

nerability, it was possible to gain unauthorized access to all protected data by just a few
mouse clicks (see [1], [2] und [3]).

A recently performed security analysis of another USB flash drive with implemented
hardware-based encryption showed that such critical security vulnerabilities are not at
all a thing of the past.

2 Security Analysis

In the following section the example of a USB flash drive of the well-known manufacturer
TREK TECHNOLOGY shows that programming errors can render an I'T product that offers
security by means of marketing actually insecure.

Concretely, the USB flash drive
e THUMBDRIVE CRYPTO [4]

was analyzed for security issues.

According to information provided by TREK TECHNOLOGY, the product version tested
by the SySS GmbH is a customized version of the THUMBDRIVE CRYPTO USB flash
drive which was customized for one special customer. The SySS GmbH could not verify
this statement, as at the time this information was given to the SySS GmbH, there had
already existed a product version of the USB flash drive in which the demonstrated
security vulnerability had been fixed.

The following information can be found in the product description of this USB mass
storage device:

ThumbDrive® CRYPTO ensures that 100% of the storage area is encrypted.
With this 256-bit hardware AES engine, the ThumbDrive® CRYPTO offers
one of the most advanced security solutions available today.

In order to unlock the mass storage device and to access the protected data, the correct
password for the user account Administrator has to be entered in the login dialog shown
in figure 1.
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ThumbDrive Crypto 100% Secure Login Software (G:) @

Username: Administrator il Login

Password: | Cancel

Settings | Hint

Figure 1: Password-based authentication

The administrative tools of the program SecureLogin.exe, which is stored on an emu-
lated CDROM partition of the USB flash drive, can be used for setting the administrator’s
passwords, as figure 2 illustrates.

Administrative Tools |

Paszword Setup
A
| S

Enter Passwaord:

C. |
Confirm Password: |mm—x—x—m—m ance

Hint: Mot the answer to life,
the univerze and

everything

Reset

Figure 2: Administrative tools dialog

The used passwords have to meet the criteria of a hard-coded password policy and the
maximum password length is restricted to 14 characters. Figure 3 shows the error message
concerning weak passwords.

i

Error @

Your password must be at least 7 characters
long and contain a mix of alphanumeric
characters.

Figure 3: FError message concerning weak passwords
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In the course of the performed security analysis, the SySS GmbH could find a severe
security vulnerability in the password-based authentication of the TREK THUMBDRIVE
CRYPTO USB flash drive.

The SySS GmbH found out that the program SecurelLogin.exe encrypts the user input
using the algorithm shown in figure 4.

.text:
-text:
.text:
-text:
_text:
-text:
_text:
-text:
_text:
-text:
_text:
-text:

a842123n
ae42123c
aBy21242
ae421242
aeu21242
B8421246
ao421248
aB421249
ae42124B8
BB42124F
ae421251
88421253

jle
mov

encrypt_password:

moy
add
inc
not
moy
cmp
j1

inp

short copy_passwoid
al, [ebp+897Dh]

cl, [esp+esi+120h+var_184]
cl, al

esi

cl

[esp+esi+iZBh+var_1085], cl
esi, ebx

short encrypt_password
short copy_password

load encryption key (1 byte)

CODE XREF: sub_u21170+E1}j

1load cleartext char

add key value to char

point to next char

generate bitwise complement (binary not)
store encrypted char

check if encryption is comleted

if not, encrypt next char

else jump to copy routine

Figure 4: Annotated password encryption routine in the disassembler IDA PRO

The result of this encryption routine is then compared to a specific value, namely the
correct encrypted password. Figure 5 shows this password comparison of 15 bytes (OFh)
at the address 0x40AAB8 during the runtime of the program Securelogin.exe in the

software debugger OLLYDBG!.

http://www.ollydbg.de/


http://www.ollydbg.de/
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Figure 5: Password comparison in OLLYDBG

The

annotated code of the password comparison is illustrated in figure 6.

-text:B04BAAAA lea edx, [ebx+9Fh] ; load address of correct encrypted password
-text:@848ARBA push BFh ; HMaxCount

-text:BB4BAABZ lea eax, [esp+62Ch+user_input] ; load address of user input

-text:D04BAABG push edx ; correct encrypted password

-text:004BAABT push eax ; encrypted user input

-text:0040ARBE call strncmp ; compare strings

-text:0040AABD add esp, 6Ch

-text:00408AACEH test eax, eax

.text:884BAAC2Z jnz loc_4BACAY ; bad guy jump

-text:B04BAACE jmp short loc_4BRAES ; good guy jump

Figure 6: Annotated password comparison routine in the disassembler IDA PRO

A further analysis showed that the device configuration including the administrative
password is stored in a special memory of the USB flash drive. When the program

SecureLogin.exe is started, the device configuration is read from this memory using a
controller-specific command. In each reading operation one 8K data block (8192 bytes)

is copied from the USB flash drive to the host PC.

Figures 7 and 8 show the first few bytes of the two identified configuration blocks in

which the administrative password can be found.
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Figure 7: Start of the configuration block 1 (8192 bytes)

The administrative password is stored in an encrypted manner (marked red) along with
the used encryption key (marked green). To be precise, only the first eight characters
of the password are encrypted (byte sequence 7TFAB977474776DA6), the remaining six
characters are stored in plaintext (byte sequence 627230783432, which is the ASCII
string “br0x42”).

As figure 4 illustrates, the used encryption algorithm is very simple and completely
reversible in contrast to cryptographically secure one-way hash algorithms. The first 8
characters are encrypted by adding the value of the one byte long encryption key (26h)
followed by a bitwise not-operation.

It is easy to see that the encrypted password can be decrypted by a bitwise not-operation
followed by subtracting the value of the used encryption key as listing 1 shows.

Listing 1: Password decryption algorithm
// decrypt password
for (i = 0; 1 < 8; i++) {
plaintext [i] = T“ciphertext|[i] — key;
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Figure 8: Start of the configuration block 2 (8192 bytes)

The encryption key is a random number between 1 and 254. A new encryption key is
generated when a new password for the TREK THUMBDRIVE CRYPTO USB flash
drive is set. The complete algorithm for the encryption key generation is shown in figure
9.

Jtext:ae421281 push a ; Time

-text:88421203 call time ; get the current time
-text:084212068 push eax ; Seed

.text: 004212069 call srand ; initialize PRHNG

.text:0842126E lea eax, [esp+128h+var_118] ; load address of _ftime structure
-text:08421212 push eax

.text: 068421213 call _ftime 5 get the current time

.text: 00421218 add esp, BCh

-text:0842121B Xor al, al ; set al to @

-text: 08421210

-text: 08421210 loc_42121D: CODE XREF: sub_421178+BEL]

_text:0042121D test al, al ; check if al is @
.text:0842121F jz short loc_h21225 5 jump, if it is

Ltext 00421221 cmp al, BFFh ; check if al is 255 (@xFf)
.text: 00421223 jnz short loc_421230 5 jump, if it"s not

-text: 08421225

-text: 08421225 loc_421225: GODE XREF: sub_421178+AFTj

-text: 88421225 call rand ; £all PRHG
.text 08421220 add al, [esp+12Bh+var_18C] 5 add value of _ftime structure to random number
.text:0042122E jmp short loc_42121D

-text:08421230 ;
-text: 08421230
-text: 08421230 loc_k21230:

-text:08421230 nov [ebp+897Dh], al

CODE XREF: sub_421178+B3Tj
store random number (= encryption key)

Figure 9: Annotated encryption key generation routine in IDA PRrRO
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In the course of the security analysis, the SySS GmbH developed a proof-of-concept
software tool for demonstration purposes. This software tool named THUMBDRIVE
CRYPTO UNLOCKER extracts the correct administrative password and automatically
unlocks the protected mass storage device of a TREK THUMBDRIVE CRYPTO USB
flash drive with a single mouse click. Figure 10 shows this proof-of-concept software tool
in action.

)

5 ThurmbDrive CRYPTO Unlocker - 5y55 GmbH (c) 2010 [E= ]

/,_ -\ SUCCESS!
f S—‘Vyss \ The password for the ThumbDrive CRYPTO USE drive is:

Z.Beebl3brix4g2

k The USE drive was unlocked successfully.

Please wait a few seconds until the drive is available.

I Unlodk I coded by Matthias Deeg | Exit |

Figure 10: Proof-of-concept software tool THUMBDRIVE CRYPTO UNLOCKER

3 Conclusion

The SySS GmbH could once again demonstrate — using the example of the USB flash
drive TREK THUMBDRIVE CRYPTO - that programming errors in the password-
based authentication make it possible to gain access to all stored data by just a few
mouse clicks fairly easily. If an appropriate software tool was available on the Internet,
even technically inexperienced attackers could pose a security risk when getting hold of
such a tool.

By exploiting the shown software vulnerability, implemented security features like the
hardware-based 256-bit AES encryption and the hard-coded password policy are effec-
tively rendered useless as they do not prevent the attack.

This test result shows that especially in the development of complex I'T security products
manufacturers have to exercise utmost care in high security standards in order to avoid
critical security issues which lead the high security requirements ad absurdum.

The manufacturer TREK TECHNOLOGY was informed about the found security vul-
nerability by the SySS GmbH. TREK TECHNOLOGY responded quickly and fixed the
demonstrated security flaw in an updated product version.

As mentioned before, according to information provided by TREK TECHNOLOGY, the
product version tested by the SySS GmbH is a customized version of the THUMBDRIVE
CRYPTO USB flash drive which was customized for one special customer. The SySS
GmbH could not verify this statement as at the time this information was given to the
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SySS GmbH, there had already existed a product version of the USB flash drive in which
the demonstrated security vulnerability had been fixed.
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