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1 Introduction

Endpoint security software like antivirus or �rewall software often allows users to disable

the o�ered protection by entering a so-called unload password. Sometimes the protection

can only be deactivated temporarily for a few minutes, sometimes it can be deactivated

until the protection is manually enabled again or the system is restarted.

In some situations, this feature can be useful for IT support.

But if the password-based authentication is not implemented properly, attackers or mal-

ware are able to deactivate the protection in an unauthorized manner without having to

know the correct unload password rendering the endpoint protection software useless.

In this case study the SySS GmbH demonstrates the above stated security issue using

the example of the antivirus software Trend Micro OfficeScan.

2 Security Analysis

In some con�gurations the antivirus software Trend Micro OfficeScan o�ers non-

administrative, limited Windows users the possibility to unload the antivirus software

with an unload password, as Fig. 1 showing the menu item Unload O�ceScan in the

corresponding popup menu illustrates.

Figure 1: Option to unload Trend Micro OfficeScan

In order to unload Trend Micro OfficeScan, the user has to enter the correct unload

password in the dialog window shown in Fig. 2.
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Figure 2: Password entry in order to deactivate Trend Micro OfficeScan

If an incorrect password is entered, an error message will be shown, as Fig. 3 illustrates.

Figure 3: Error message concerning the entry of an incorrect password

By analyzing the password-based authentication for unloading Trend Micro Office-

Scan, the SySS GmbH found out, that the password comparison is done within the

process pccntmon.exe, which runs in the context of the current Windows user, who

can also be a standard, limited user.

This fact allows a further analysis and � what is even more interesting � the manipulation

of the password comparison during runtime without administrative privileges, as every

user is able to debug and manipulate the processes running with his user privileges.

Fig. 4 shows the corresponding code for comparing the MD5 hash of the password entered

by the user with the MD5 hash of the correct unload password for a 32 bit software version

of TrendMicro OfficeScan within the Windows debugger OllyDbg1.

1http://www.ollydbg.de/
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Figure 4: Comparison of MD5 hashes

In order to bypass this password-based authentication, an attacker only has to patch

this password comparison, so that it always returns true, for example by comparing the

correct unload password with itself.

It is also possible to extract the MD5 hash of the correct unload password and try to

recover it using a password guessing attack, for example by using a password recovery

tool like John the Ripper2.

The process of unloading Trend Micro OfficeScan can also be automated, so that

this security issue can also be exploited by malware.

2http://www.openwall.com/john/
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3 Recommendation

The SySS GmbH recommends to perform the password comparison not within the pro-

cess pccntmon.exe, which is running with the privileges of the current user, but within

a service process of Trend Micro OfficeScan running with higher privileges, for

example SYSTEM.

In this case, a limitedWindows user or malware running in the context of such a user is

not able to manipulate the password comparison of Trend Micro OfficeScan during

runtime in order to unload the antivirus software in an unauthorized manner.

The SySS GmbH informed Trend Micro about the stated security vulnerability on

April 26, 2012.

According to information of Trend Micro, the security issue allowing to unload Trend

Micro OfficeScan in an unauthorized manner has been �xed with the release of the

latest service pack for Trend Micro OfficeScan.
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