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W3 Rernote Desktop Connection

dell.rd1 4. local

zer name: ROV 45Darmddriind

ou will be azked for credentials when you con)

| Remote Desktop
“>¢) Connection

@i Certificate X

General  Detals  Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: dc0l1.rdl4.local

Issued by: dcol.rdi4.local

valid from 3/9/2017 to 8/7/2017

Install Certificate, .. | | Issuer Statement
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%3 Fernote Desktop Connection

e . - oo
8 The identity of the remote computer cannot be verified. Do
pou want ko connect anyway?

The remate computer could not be authenticated due to problems with its
gecunty certificate. |t may be unzafe to proceed.

Certificate name

—aJ MHame in the certifizate from the remate computer:
dc01.rd14. local

Certificate errors

The following ermors were encountered while validating the remaote
computer's certificate:

/0 The certificate iz not from a trusted certifving autharity,

Do you want bo connect dezspite these certificate erorg?

[ ]Don't ask me again for connections ko this computer

Yiew certificate... ez Mo
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File View Configure Tools Help
3 e | @ i g B By mmkaO®en @7 0
|& Decoders | @ Metwork |ﬁ'ﬂ Sniffer |@? Cracker |ﬁ Traceroute I!HI ccou |[(.;f] Wireless |ﬁj Query |
e APR Status | IP address | MAC address | Packets -> | <- Packets | MAC address IP address
~{&] APR-Cert &b Poisoning 19216811 BSA3863379CA 0 0 001EAROAQ308 19216813
..... &, APR-DNS
----- Bl APR-55H-1 (0]
..... &) APR-HTTPS {0)
..... &) APR-ProwyHTTPS (1)
..... % APR-RDP (0)
..... & APR-FTPS (0)
..... & APR-POP3S (0)
..... é APR-IMAPS (D) Status IP address MAC address Packets -> | <- Packets | MAC address IP address -
----- &) APR-LDAPS () @ Full-routing 19216813 001EARDAS39E A 28 BEA3B63379CA  27.54.181.227 L4
----- & APR-SIPS (0) o> Half-routing  192.168.1.3 001EABDAS39E 924 0 BEA3EE3379CA 117.204.216.16
o> Half-routing  117.196.27.29 001EARDAS3OE 543 0 BEA3EE33TOCA 1771930125
> Half-routing  117.196.27.29 001EARDAS39E 3669 0 BEA38E3379CA  111.90.169.188
> Half-routing  117.196.27.29 001EARDAS3OE 170 0 BEA3BE33TICA 115167122107
> Half-routing  192.168.1.3 001EARDAS3EE 14 0 BEA3B63379CA 117.212.141.140
> Half-routing  117.196.27.29 001EARDAS3SE 1247 0 BEA3863379CA  117.204.216.16
o> Half-routing ~ 117.196.27.29 001EARDAS39E 15 0 BEA3BE3379CA 123.201.222118
o> Half-routing ~ 117.196.27.29 001EARDAS39E 19 0 BEA3863379CA 117194192582
e ammarn e n Anirsenannnn e n T T
] = - we Configuration / Routed Packets
Q Hosts |@ APR |1$' Reuting |% Passwords |ﬁ. YelP |
Lost packets: 0%
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File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

AM @ B RE Q«» s [E aaaf
[ [tcp.stream eq 5 B0 ~| Expression... +

Mo, Time Source Destination Protocel Length Info

LB38511891 1@, 201.1,93 192,168, 40, 185 33412-3389 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSwv:
LA386969T70  10,201.1.93 192, 168, 48, 185 Cookie: mstshash=Userd4, Negotiate Reqguest
L B42227749 192, 168, 40, 185 16,281.1,.93 Megotiate Response
1641 17, 0422613262 10,201, 1,92 192,168, 40, 185 EE 66 23412-3388 [ACK] Seqg=44 Ack=20 Win=293212 Len=0 T
1647 17, 0579328558 10,201.1.92 192,168, 40, 185 TPET 204 Continuation
1649 17, 0677446968 192, 168, 40, 185 10,201, 1,92 TPET 1247 Continuation
1666 17, 068322802 10,201.1.93 192,168, 40, 185 TRET 192 Continuation
1667 17. 0713209148 192,168, 40, 185 10,201, 1,92 TPET 117 Continuation
1672 17, 113167605 10,201, 1,93 192,168, 40, 185 TCF 66 33412-3389 [ACK] Seq=408 Ack=1252 Win=32128 Len=t

. 93205803217 192, 168, 40, 185 1o,281.1,93 [ACK] Seq=1252 Ack=409 Win=563592 Len=t
L 2104 20,9305861601 192, 168, 40, 185 16, 281.1.93 TCF [RET, ACK] Seq=1252 Ack=402 Win=0 Len
1 ' C
b TPKT, Version: 3, Length: 43 [=
b IS0 BOT73/X.224 COTP Connection-Oriented Transport Protocol
w Remote Desktop Protocol
Routing Token/Cookie: Cookie: mstshash=Userd
Type: RDP Megotiation Request (Ox@1)
b Flags: 0Ox00
Length: 8
+ requestedProtocols: Ox00000001, TLS security supported

33B89-33412

1 = TLS security supported: True

.0, = CredS5P supported: False

... = Early User Authorization Result PDU supported: False k _
DOOD 08 g0 5e 98 01 61 34 ed dY OFf 33 43 08 00 45 00 oMo 4, L 30 E.
oolo o8 5F 1b d2 40 00 40 B 29 40 ©a c9 01 5d co® a8  ._..@.@. )@...]..
OoZo 28 bo 82 84 0d 3d 34 a3 41 c4 37 96 3c 9e B0 18 Co.oo.=40 AT =<,
ooz0 9p e5 f5 dB 00 00 91 @1 ©8 0a 00 68 S5a 13 Ja ob ... ..., ohZoz,
040 a4 72 02 00 00 2b 26 0 0D 00 00 90 00 43 &6f &f B Coo
oos0 B6b 69 65 2a 20 6d 732 74 73 68 61 732 68 2d 55 73 kie: mst shash=Us
poEn /65 72 34 9d 0a 01 00 98 00 01 00 90 00 erd. . ... ...,
@ 7 ntlmssp-noserver Packets: 3364 - Displayed: 14 (0.4%) - Load time: 0:0.36  Profile: Default
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File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
I s - = ||I=
AN @ 0IRE QA«» s aaak
[i|tcp.5tream eq s [X] = I Expression... +
Mo, Time Source Destination Protocal Length Info
1636 17. 038511891 10,201.1,93 192,168, 40, 185 TGP 66 33412-3289 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSv:
1629 17 038605070 10,.201.1,93 192, 158, 40, 185 TLEw1. 2 189 Ignored Unknown Record
1640 17. 042227749 192, 168,40, 185 1. 281.1.92 TLSw1. 2 85 Ignored Unknown Record
1641 17. 042261362 10.201.1.932 192,168, 48, 185 TCP 66 23412-3289 [ACK] Seq=44 Ack=20 Win=293212 Len=0 T
-+ 1647 17.057938558 10.201.1.93 192,168, 40, 185 TLSw1. 2 204 Client Hello
g LOBTT44696 192, 168, 40, 185 1a,2601.1,93 S 2 7 Server Hello, Certificate, Server Key Exchange, °
1666 17.068322802 10,201.1. 93 192, 168, 40, 185 TLSv1. 2 192 Client Key Exchange, Change Cipher Spec, Encrypte
1667 17.071309148 182, 168,40, 185 10,201, 1.93 TLSv1.2 117 Change Cipher Spec, Hello Request, Hello Request
1672 17. 113167605 10,201.1,93 192,168, 40, 185 TGP 66 33412-3389 [ACK] Seq=408 Ack=1252 Win=32128 Len=¢
.93958031? 182,168, 48, 185 1. 281.1.92 3389-33412 Seq 1252 Ack 409 Win= 53593 Len=¢t
2104 20, 939586101 192,168, 40, 185 19.201.1.92 : i : Ack=40 =
~ . '} =
P Transmission Control Protocol, Src Port: 3389, Dst Port: 33412, Seq: 20, Ack: 282, Len: 1181 [

w Secure Sockets Layer
w* TLSv1l.Z Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 1176
b Handshake Protocol: Server Hello
+ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 758
Certlflcates Length ?4?

cd

FJ = @ L O

05 00 30
g9 B
0 le
Sa 17 Hd

L L

:i?UB UIIEEBEE

-

(O 7 List of certificates (ssl.handshake.certificates), 747 bytes Packets: 3364 - Displayed: 14 (0.4%) - Load time: 0:0.65  Profile: Default
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RDP SICHERHEITSPROTOKOLLE @@

—> Standard/Native RDP Security
—>  Enhanced RDP Security
—>»  Network-Level Authentication (NLA)

—> Im Domanenkontext: Kerberos

—> Sonst: NetNTLMv2Z (kurz: NTLM)

21.08.2017 SySS GmbH — Adrian Vollmer Seite 6
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Das RDP-Sicherheitsprotokoll, das Cain angreift
Funktioniert &hnlich wie SSL

Schliisselmaterial flir symmetrischen RC4-Chiffre wird mittels RSA ausgetauscht

I 41l

Offentlicher Schliissel ist mit dem Terminal Services Signing Key unterschrieben

21.08.2017 SySS GmbH — Adrian Vollmer Seite 7



DER PRIVATE KEY IST PUBLIC
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&

i
(i)

hittps://msdn.microsoft.com/en-us/

B Microsoft | Developer Network

Downloads +~ Programs -

» MSDM Library

» Open Specifications

b Protocols

v Windows Protocols

v Technical Documents

» [MS-RDPBCGR]: Remote Desktop

Protocol: Basic Connectivity and
Graphics Remoting

v 5 Security
v 5.3 Standard RDP Security
» 5.3.3 Server Certificates

4 5.3.3.1 Proprietary Certificates

5.3.3.1.1 Terminal Services
Signing Key

5.3.3.1.2 Signing a Proprietary
Certificate

5.3.3.1.3 Validating a
Proprietary Certificate

SySS GmbH — Adrian Vollmer

brary/cc240776.as5px

Community + Documentation «

5.3.3.1.1 Terminal Services Signing Key

The modulus, private exponent,

B4-byte Modulus (n):

Bx3d, B0x3a, 0x5e,
Bx4d, Bxbb, Bxcl,
Ax3e, OxB8, Ox20,
Bxd7, Bxb7, Bx6b,
Bxce, OxXb3, OxXb65,
Bx7c, Bxe7, Oxbf,
Ax6c, Bx5e, OXO6,
Bx20, Bx93, Ox09,

B4-byte Private Exponent (d):

Bx87, Bxal7, Ox19,
0x58, 0x00, 0x16,
Axzd4, Bx3e, Oxeh,
Bxcf, Bx92, Bxcc,
Bx17, BxX%9a, Ox12,
Bx99, Oxcy, BOx3a,
0x35, 0x07, OxT79,
Bxcy, Bx1l0, Ox01,

4-pyte Public Exponent (e):

Bx5b, Bx7bh, 0x88,

and public exponent of the 512-bit Terminal Services asymmetric key used for si

Bxbd,
Axle,
Ax87T,
Bx9a3,
Bx6h,
Bxfe,
Bx09,
Bx5f,

0x32,
Bx16,
Bxfa,
Bx33,
Bx9f,
Bxbg,
Bx17,
Bx13,

Bxch

Bx72,
Bxda,
Bxef,
Bxf2,
Bx58,
Bx3d,
Bxla,
BxA5,

Bxda,
0x25,
Axegd,
Bx99,
Bx24,
Bxba,
Bx0b,
AxeT,

Bxd3,
Bxba,
Bxfs,
Bx52,
Bx3a,
Bxf6,
Bxfs,
Bx6d,

ox11,
Bx65,
Bx67,
Axed,
Bxdd,
Bx7b,
Bx51,
Bx3f,

Bx3e,
Bx5f,
Bxcl,
Bx45,
Bxfe,
Bx5c,
Bx61,
Axea,

Ox87,
Bx6E,
Bx49,
BxBE,
Bxbl,
Bxod,
Bx9b,
Bxf3,

Bxco,
Bxch,
Axe,
Bx95,
Bxef,
Bx7d,
Bxbb,
Bx87

0x55,
Bxfa,
Bx94,
Ax60,
0x24,
Bxdd,
Bxb3,
Bx5f
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\2

Einfach durch SSL geschitzt

\2

Zugangsdaten werden innerhalb der SSL-Verbindung (ibertragen

Falls der Domain Controller die Rolle ,Active Directory Certificate Sevices” nicht hat, werden standardmaRig selbst-
signierte Zertifikate eingesetzt

\2

—> Angreifbar, aber das Opfer wird dann ein nicht-validierbares Zertifikat présentiert bekommen

21.08.2017 SySS GmbH — Adrian Vollmer Seite 9



NLA — NTLM Syss
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—>  SSL + Challenge-Response-Verfahren
—> Server sendet ,Server Random” zum Client

—> Der Client bildet davon einen Hashwert, der vom gehashten Benutzerpasswort und anderen Informationen (Client Random,
Servername, Timestamp, etc.) abhéngt

—> Der Server gleicht den Wert mit der lokalen Benutzerdatenbank ab oder fragt den Domain Controller
—> Erst nach erfolgreicher Authentifizierung wird der Fingerabdruck des SSL-Zertifikats abgeglichen

—> Hashwert kann nicht flir Replay-Angriffe oder Pass-the-Hash genutzt werden
—> Aber das Verfahren ist anfallig fiir Offline-Passwort-Rate-Angriffe und Relay-Angriffe

21.08.2017 SySS GmbH — Adrian Vollmer Seite 10



NLA — KERBEROS Gss
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\2

Wenn Benutzer, Clientsystem und Host einer Doméne zugehorig sind, wird Kerberos verwendet

\2

Der Client beantragt beim Kerberosdienst auf dem Domain Controller ein Ticket, das er dem RDP-Host zur
Authentifizierung prasentiert

\2

Der Host kann das Ticket selbstandig validieren

\2

Erst nach erfolgreicher Authentifizierung wird der Fingerabdruck des SSL-Zertifikats abgeglichen

\2

.oecret-Key Cryptography”; Verfahren ist abhangig von vertrauenswiirdiger dritter Instanz; die gehashten Passworter
sind das ,shared secret”

—>» Mehrere Schwachstellen (Kerberoast, Golden Ticket), aber keine, die an dieser Stelle relevant sind

21.08.2017 SySS GmbH — Adrian Vollmer Seite 11
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Ziel: Downgrade von Kerberos zu Enhanced RDP Security

ARP-Spoofing, um ,Man-in-the-Middle”-Position zu erlangen

Blockiere TCP-Verbindungen auf Port 88 (Kerberos)

Client wird auf NTLM zurtickgreifen

Leite RDP-Verbindung auf Python-Proxy um

Andere die erste Server-Antwort nach der Challenge-Response zu ,Domain Controller war nicht erreichbar”
Client denkt, Server kann DC nicht erreichen und greift auf Enhanced RDP Security zuriick

Opfer bekommt eine Zertifikatswarnung; Zertifikat ist fiir einen Menschen kaum vom Original unterscheidbar

Wird die Warnung ignoriert, sieht der Angreifer das Passwort und Tastatureingaben im Klartext

R A 2 R R 2

Theoretisch kann der Angreifer auch Tastatureingabeereignisse injizieren (Command Execution) oder einen Relay-
Angriff durchflihren

21.08.2017 SySS GmbH — Adrian Vollmer Seite 12



v H o dc0lrdld., _ File Edit View Bookmarks Settings Help

[root@kall rdp-cred-sniffer]$ ./attack.sh eth® 192.163.48.{179,185
181}

*« Dashboard N sl (<] Spoofing arp replies. ..

[*] Turning on IP forwarding...
WELCOME TO SERVER MANAGER [*] SE'JIE. ;LDtEDlE*E Tules for SYN DaCkEtS: | |
- [*] Waiting for a SYN packet to the original destination...
B Local Server [+] Got 1it! Original destination i1s 192.168.40.181
BE All Servers 0 Confi his | [*] Clone the x509 certificate of the original destination...
81 AD DS onfigure Tis [dr4] Adjust the iptables rule for all packets. ..
@ DNs QUICK START [*] Run RDP proxy...

Waliting for connectilon

Connection received from 192.168.40.185
Downgrading authentication options from 11 to 3...
Enable S5L

WHAT'S NEW A Server challenge: ©9ebbS12786ee3f90

Create a server g , , , : . _ - .
“IDomAdmind : :RD14: 0ebbS12786ee3 195 dd23d1aab622408398bb453c800deS62

Add roles and fe

(]

Wg File and Storage Services [

Remote Desktop Services b
@ Remote Desktop Services Add other server

(%)

00440031 0034000100030044004300300031 0004001 4007200640031 003400200
CEARN MORE BCOB6 TER630061006CER03001 efPRARRE300 300031 002e08 7200640031 0034002
< m PEECORETORG30RA1 O06CHBRE001 400 7200640031 03400 2eR06C006 TARE30E1 00
BCOBRTORORR04A Ted9827an98d201 06ARR400A 20000000800 3000 36R0BRRRREARREA
PERERREROERO2000004C fahedf1 89bdon fhadnardaaate264edeb faf faegel368aft
ROLES AND SERVER GROUPS 787 £53e389d96b1 802001 00RRGRRBRNERNBARBARBENRARNRBRRBRRBRRIVH2e0B54
Roles:4 | Servergroups: T | Servers total: 1 PP450052004d005300520056002 FTR0E4006300300031 002e0 7200640031 203400
2e006COE TRRB300A BRECRNERRRRRRRANNAARERRERRABRAREG
Tamper with NTLM response

POl T 1

a [ @y 2 MDowngrading CredSSP

[
AL
M
T

25 AThe client has disconnected

Waiting for connectilon

Connection received from 192.168.40.1385
Enable SSL

The cllent has disconnected

Walting for connectilon

Connection received from 192.168.40.185
Enable SSL

Hiding forged protocol request from client...
RO14\DomAdmint : DomAdmin-Passwort1

Keyboard layout/type/subtype: 0x407/0x4/0x0
Key release: Tab

Key releace; ESC

Key press: ESC
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&} SySS-Research / Seth @ unwatch~ 25 % unstar 212  YFork 67
¢» Code Issues 4 Pull requests 0 Projects 0 Wik Settings Insights =
Perform a MitM attack and extract clear text credentials from RDP connections Edit
rdp mitm arp-spoofing security proof-of-concept  Manage topics
D 67 commits ¥ 1 branch ©» 0 releases 11 2 contributors g MIT

Branch: master - New pull request Create new file | Upload files | Find file Clone or download =

A AdrianVollmer clarified help; added check for topdump Latest commit doazsf4 3 days ago
i doc/paper add paper "Attacking RDP" 5 months ago
E) .gitignore modify .gitignore 5 months ago
El LICENSE fix license 5 months ago
E] README.md clarified help; added check for tcpdump 3 days ago
E) clone-cert.sh proper fix #4. older openssl versions dont support -out - 5 months ago
E] rdp-cred-sniffer.py added demo to readme; replace empty domain with dot; fixed credit line 3 months ago
E) requirements.txt ga matthias d, bugfix johannes m, added clone-cert.sh, requirements.txt & months ago
E] seth.sh clarified help; added check for tcpdump 3 days ago
5 README.md

Seth

Seth Is a tool written In Pvthon and Bash to MithM BDP connections bv aftemptina to downarade the connection in order to

21.08.2017 SySS GmbH — Adrian Vollmer Seite 14
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—> Clients diirfen keine Verbindungen zu RDP-Hosts herstellen, von denen die Identitét nicht verifiziert werden kann.

GPOZComputer Configuration\Policies\Administrative Templates\Windows
Components\Terminal Services\Remote Desktop Connection Client\Configure server
authentication for client

—> Dies erfordert den Betrieb einer Public Key Infrastructure (PKI)!

i Caution

We recommend that you obtain and install a certificate issued by one of the trusted public certification authorities that participate in the Microsoft
Root Certificate Program Members program.

—> NLA sollte forciert werden (Standardeinstellung). GPO: computer Configuration\Policies\Administrative
Templates\Windows Components\Terminal Services\Terminal Server\Security\Require user
authentication for remote connections by using Network Level Authentication

\2

Allerdings hat auch NLA seine Nachteile

\2

/wel-Faktor-Authentifizierung
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