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Who am I?
Dipl.-Inf. Matthias Deeg
Expert IT Security Consultant
CISSP, CISA, OSCP, OSCE

 Interested in information technology – especially 
IT security – since his early days

 Studied computer science at the University of 
Ulm, Germany

 IT Security Consultant since 2007
 Head of Research & Development
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Agenda

1. Short Introduction to Used Technology
2. Previous Work of Other Researchers
3. Overview of Our Research
4. Attack Surface and Attack Scenario
5. Found Security Vulnerability
6. Demo
7. Conclusion & Recommendations
8. Q&A
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Short Introduction to Used Technology
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 Biometric Face Recognition
 Biometric sensor: camera
 Feature extraction (landmarks/alignment points)
 Mathematical representation of face (model)
 Performance metrics, False Accept Rate (FAR), False Reject Rate (FRR), Equal 

Error Rate (ERR), Crossover Error Rate (CER), Accuracy, Confidence
 Enrollment
 Purpose: Identification (one-to-many) or verification (one-to-one) system
 Liveness detection



Short Introduction to Used Technology
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 False Reject Rate (FRR):
Measure of an authorized user being incorrectly rejected

 False Accept Rate (FAR):
Measure of an unauthorized user (e. g. attacker) being incorrectly accepted

 Equal Error Rate (EER) or Crossover Error Rate (CER):
Measure of FAR and FRR being (nearly) the same



Short Introduction to Used Technology
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Error Rate

FARFRR

EER

Decision Threshold

 False Accept Rate (FAR)
 False Reject Rate (FRR)
 Equal Error Rate (EER) / Crossover Error Rate (CER)



Short Introduction to Used Technology
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 Near infrared
 Electromagnetic radiation
 Frequency: 100 - 385 THz
 Wavelength: 780 nm - 3 μm

(Source: astronomersgroup.org)



Short Introduction to Used Technology
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 Microsoft Windows Hello
 Available since Windows 10 (2015)
 Windows Biometric Framework (WBF)
 Biometric User Authentication

 Fingerprint Sign-in
 Face Sign-in
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(Source: Microsoft [1])



Short Introduction to Used Technology
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(Source: Microsoft [1])

Benefits of
near infrared 
concerning
feature extraction
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(Source: Microsoft [1])



Short Introduction to Used Technology
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(Source: Microsoft [1])

Benefits of near infrared concerning spoofing



Short Introduction to Used Technology
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Possession

Knowledge Inherence

Authentication factors

Something you know Something you are

Something you have



Previous Work of Other Researchers

 Your face is NOT your password by Nguyen Minh Duc and Bui Quang Minh, 
2009

 Ich sehe, also bin ich ... Du by Jan Krissler (starbug), 2014
 Virtual U: Defeating Face Liveness Detection by Building Virtual Models 

from Your Public Photos by Yi Xu, True Price, Jan-Michael Frahm, and Fabian 
Monrose, 2016

 Hacking Galaxy S8 Iris Recognition by Jan Krissler (starbug), 2017
 Bkav’s new mask beats Face ID in 'twin way', Bkav, 2017 
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Overview of Our Research
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 Project Background:
 Customer project with open questions concerning the security of Windows 

Hello Face Authentication
 Publicly available information about the security of Windows Hello Face 

Authentication was scarce
 iPhone X with Apple Face ID was to be released in a few weeks (November 

2017)
 Windows Hello seemed an interesting target to us for learning about 

face authentication systems using IR technology
 Authentication bypass attack as primary research objective



Overview of Our Research
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(Source: YouTube [2]) (Source: YouTube [3])



Test Setup

May 16, 2018 Matthias Deeg | PHDays 8 17

 Two test devices:
1. Dell Latitude E7470 with LilBit USB IR Camera
2. Microsoft Surface Pro 4 with integrated IR camera

 Different versions and OS builds (revisions) of Windows 10



Test Setup
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Test Setup
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Test Setup
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LilBit USB IR Camera
 Supports Windows Hello 

(according to vendor 
description)

 720p RGB camera
 Near infrared camera 

(Realtek)

RGB Camera
Near IR Camera

Near IR LEDs
White LED

Near IR LEDs



Test Setup
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Microsoft Surface Pro 4
 Supports Windows Hello
 Integrated front-facing 

1080p RGB camera (5.0 MP)
 Integrated Windows Hello 

face authentication camera 
(near infrared camera)



Test Setup
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RGB Camera
Near IR Camera

Near IR LEDs
White LED

Microsoft Surface Pro 4 front-facing cameras



Test Setup
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(Source: Microsoft [4])



Test Setup
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 Enrollment process using the 
LilBit USB IR Camera 
(Windows 10 Version 1709)



Test Setup
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 Enrollment process using the 
built-in near IR camera of the 
Microsoft Surface Pro 4 
(Windows 10 Version 1607)



Test Setup
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Test Methodology
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 Black-box testing
 Assumptions about inner workings of Windows Hello Face Authentication
 Understanding the capabilities of near infrared cameras and exploiting their 

way of perceiving the real world
 Development of software tools to simplify tests

 IR Image Capture: Windows Software Tool for taking IR pictures (source code [15])
 PIRI: Python tool for simple image processing (source code [15])

 Trial & error (verification/falsification of generated hypotheses)



Test Methodology
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 A matter of perception …
 Simple software tool IR 

Image Capture based on 
publicly available source 
code by Mike Taulty and 
kaorun 55 ([15], [16])



Test Methodology
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 A matter of perception … and reflectance

Display Option Result
LED display (e.g. iPad 4) X    image cannot be seen by near IR camera

Printout on glossy photo paper X    image only badly be seen by near IR camera

Inkjet paper printout (Canon PIXMA MP450) X    image cannot be seen by near IR camera

Cathode Ray Tube (CRT, old TV set) X    image cannot be seen by near IR camera

Offset print (e.g. fashion magazine)  image can be seen perfectly by near IR camera

Laser printout out (e.g. HP LaserJet Pro MFP M277dw)  image can be seen well by near IR camera



Test Methodology
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 Simple image processing regarding brightness …
def simple_brightness_rgba(im, factor):

"""Simple brightness function for RGBA images"""

data = im.load()
v = int(256 * (factor - 1))
for x in range(im.width):

for y in range(im.height):
c = data[x, y]
r = saturate(c[0] + v, 255)
g = saturate(c[1] + v, 255)
b = saturate(c[2] + v, 255)
data[x, y] = (r, g, b)



Test Methodology
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 … and contrast
def simple_contrast_rgba(im, factor):

"""Simple contrast function for RGBA images"""

data = im.load()
level = int(256 * (factor - 1))
f = (259.0 * (level + 255)) / (255.0 * (259 - level))
for x in range(im.width):

for y in range(im.height):
c = data[x, y]
r = saturate(f * (c[0] - 128) + 128)
g = saturate(f * (c[1] - 128) + 128)
b = saturate(f * (c[2] - 128) + 128)
data[x, y] = (r, g, b)



Test Methodology
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 Used Near IR cameras supported different image resolutions
 340x340 px: LilBit USB IR Camera
 480x480 px: Microsoft Surface Pro 4 camera

 Primarily, these two cameras were used in combination with the developed 
software tool IR Image Capture for taking test pictures

 Observation regarding enhanced anti-spoofing feature:
 Disabled: Only the near IR camera is used
 Enabled: Both the near IR camera and the RGB camera are used



Test Methodology
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Examples of test images:

340x340 px, grayscale image (raw) 340x340 px, colored image (processed)



Test Methodology
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340x340 px, grayscale image (raw)

 The size of the actual data used for face 
recognition is even smaller

 For example,115x190 px in the 340x340 px
example image (show left), or 160x270 px
in an 480x480 px example image

115x190 px



Attack Surface and Attack Scenario
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 Attack surface
 Windows logon/lock screen
 Windows Hello compatible camera used for Face Authentication

 Attack scenario
 Attacker with physical access to target device providing access to Windows 

logon/lock screen gains unauthorized access to Windows operating system and 
stored sensitive data
 Thief (stolen device)
 Evil maid / cleaning staff (temporary physical access)



Found Security Vulnerability
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 Authentication Bypass by Spoofing (CWE-290)
 It is possible to bypass the Windows Hello face authentication via a simple 

spoofing attack using a printed photo of an authorized person
 The paper printout for the attack has the following properties:

1. The image shows a frontal view of the person’s face
2. The image was taken with a near-infrared camera
3. Brightness and contrast were modified via simple image processing methods
4. The paper printout was created with a laser printer



Authentication Bypass via Spoofing
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„Here’s Johnny!”

Unauthorized access to a computer system



Demo
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Test Results
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Windows Version

Test Device 1
Dell Latitude E7470 with LilBit

Camera

Test Device 2
Microsoft Surface Pro 4

with enhanced anti-
spoofing

without enhanced anti-
spoofing

with enhanced anti-
spoofing

without enhanced anti-
spoofing

Windows 10 Pro (Version 1709, OS Build 16299.98) n/a yes no yes
Windows 10 Pro (Version 1709, OS Build 16299.19) n/a yes untested untested
Windows 10 Pro (Version 1703, OS Build 15063.726) n/a yes no yes
Windows 10 Pro (Version 1703, OS Build 15063.674) n/a yes untested untested
Windows 10 Pro (Version 1703, OS Build 15063.483) n/a yes untested untested
Windows 10 Pro (Version 1607, OS Build 14393.1914) n/a yes yes yes
Windows 10 Pro (Version 1607, OS Build 14393.1770) n/a yes yes yes
Windows 10 Pro (Version 1511, OS Build 10586.1232) n/a yes untested untested



Conclusion

 Windows Hello Face Authentication can be bypassed by rather simple 
means on different Windows 10 versions with different hardware and 
software configurations

 The enhanced anti-spoofing feature is not supported by all near-infrared 
cameras that support the default configuration
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Recommendations

 Update the Windows operating system to the latest version and OS build 
(revision), at least Version 1703, OS Build 15063.726 according to our test 
results

 Only use Windows Hello compatible cameras that support the enhanced 
anti-spoofing feature

 Enable enhanced anti-spoofing feature of Windows Hello (Administrative 
Templates  Windows Components  Biometrics  Facial Features 
Configure enhanced anti-spoofing)

 Reconfigure Windows Hello Face Authentication after software update from 
vulnerable version and after configuration changes
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Further Research

 Authentication bypass attack against Windows Hello Face Authentication in 
current Windows 10 versions (e.g. 1709 and 1803)

 Maybe a single paper printout is not sufficient anymore, but an attack with 
two images could work (near infrared and RGB)?
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RGB CameraNear IR Camera

Angled Mirrors

near IR info RGB info
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Thank you very much ...
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… for your attention.

Do you have any questions?

E-mail: matthias.deeg@syss.de
PGP Fingerprint: D1F0 A035 F06C E675 CDB9 0514 D9A4 BF6A 34AD 4DAB
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