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Cryptographically Secure?
SySS Cracks a USB Flash Drive

The SySS GmbH cracked a hardware-encrypted FIPS 140-2
certified USB flash drive from SanDisk.

Dipl.-Inform. Matthias Deeg
Dipl.-Inform. Sebastian Schreiber

December 18th, 2009
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NIST-certified USB Flash drives with hardware encryption
cracked

ER A DS

Kingston, SanDisk and Verbatim all sell quite
similar USB Flash drives with AES 256-bit
hardware encryption that supposedly meet the
highest security standards. This is emphasised by
the FIPS 140-2 Level 2 certificate issued by the
US National Institute of Standards and Technology
(NIST), which validates the USB drives for use with
sensitive government data. Security firm SySs,
however, has found that despite this it is relatively
easy lo access the unencrypted data, even without oy
the required password.
Encrypiing USE Flash memory from Kingston, .,
The USB drives in question encrypt the stored SanDisk and Verbatim
data via the practically uncrackable AES 256-bit
hardware encryption system. Therefore, the main point of attack for accessing the plain text
data stored on the drive is the password eniry mechanism. When analysing the relevant
Windows program, the SySS security experts found a rather blatant flaw that has quite
obviously slipped through tesiers’ nets. During a successful authorisation procedure the
program will, irespective of the password, always send the same character string to the drive
after performing various crypto operafions — and this is the case for all USB Flash drives of this
type.

Cracking the drives is therefore quite simple. The SySS experts wrote a small tool for the

{ Search The H Security

A securiTy HEADLINES

The H is closing down

Android and its password problems open doors
for spies

Critical vulnerabilities in numerous ASUS routers
NSS 3.15.1 brings TLS 1.2 support to Firefox
Second Android signature attack disclosed

Black Hat 2013: NSA director to speak at hacker
conference

HSE(UNITY

Content Security Policy halts XSS in its tracks

Cross-site scripting (XSS) is one of the

problems faced by webmasters. The new Content
Security Policy standard should finally provide some
relief more »

Skype's ominous link checking: Facts and
speculation
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Programmed Insecurity —
SySS Cracks Yet Another USB
Flash Drive

The SySS GmbH cracked the hardware-encrypted USB
flash drive ThumbDrive CRYPTO from Trek Technology.

Dipl.-Inform. Matthias Deeg
Christian Eichelmann
Dipl.-Inform. Sebastian Schreiber

February 11, 2011
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Desired Security Properties N

All user data is securely encrypted (impossible to infer information about the
plaintext by looking at the ciphertext)
Only authorized users have access to the stored data
The user authentication process cannot be bypassed
User authentication attempts are limited (online brute-force attacks)
= Reset device after X failed consecutive authentication attempts
Device integrity is protected by secure cryptographic means
Exhaustive offline brute-force attacks are too expensive™
= Very large search space (e.g. 22 possible cryptographic keys)

= Required data not easily accessible to the attacker (cannot be extracted without some HACE N
fancy, expensive equipment and corresponding know-how) RUCO

September 30, 2022 Matthias Deeg | BruCON 0x0E
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** SECURITY UPDATE ** Viewing Documents For: Verbatim Keypad Secure USB 3.2 Gen 1 Drive 32GB
A software update to improve the security of this product is available now

and should be implemented as soon as possible.
Please download the update from the support link at the bottom of the
page and follow the instructions from the manual. File Description Format File Size Action

Firmware

July 2022 Verbatim Keypad Security Update +

Verbatim Keypad ’

y Manual - Download and update according to the L N
Security Update attached manual to strengthen security ua ZIP 8.42MB COoklcad
1.0.0.6 + Manual functions

8 9 9:@@@/  #( "' ( % > AT<T L
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Immutable Laws of Security v2

e Law #1: If a bad actor can persuade you to run their program on your computer, it's not solely your computer
anymore.
e Law #2: If a bad actor can alter the operating system on your computer, it's not your computer anymore.

o Law #3: If a bad actor has unrestricted physical access to your computer, it's not your computer anymore.

o Law #4: If you allow a bad actor to run active content in your website, it's not your website anymore.
e Law #5: Weak passwords trump strong security.

e Law #6: A computer is only as secure as the administrator is trustworthy.

o Law #7: Encrypted data is only as secure as its decryption key.

o Law #8: An out-of-date antimalware scanner is only marginally better than no scanner at all.

e Law #9: Absolute anonymity isn't practically achievable, either online or offline.

e Law #10: Technology isn't a panacea.
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Note

For the security of your data we highly recommend you change the default
passcode. Passcode must be between 5 and 12 digits long.

Warning
After 20 failed passcode attempts the device will lock and initialise the USB Drive,

which will require re-formatting. Please refer to “Initiate and format your Verbatim USB 8 9 &2H #1 5
Drive” section and follow the steps indicated.
| 5> &> ><=")?




5( (1+15
&& 8% %,(6=64

o, &&
8 /&% H (5+V7?

l\n-u“.!- No. NIl nnnr <



0,5




G &

F &

)H

#1

8/'"!



+
+1 @ ') #)

@H2



0 &1 &

+ @ && @ ) @
&& 5( (1+1 && 8%$,  (6=64 ?

=+



0 &1 &

+ 0% ## &
*79 ; @
*=9 ; @
+ # ) # ) && @ 9
* & *

@ 8 # WU?



&&

6 (



F#O 1 &

+ ) # 8 15?
$ ) #@ ) 5( (1+1 &&

" ) #@ @

F $3%,(6=64 && & )

5 @ )& )#

, @& ) #



F#O 1 &

+) )@ *
& 1 &: &

8) #@ )) *7 ?
+ )&& @ & ; &;

/& 8 ) #) #@
) *767?



F#@ 1 & 9

> >
A~

A4 > 6-6LM "

A 4 > -6LM"

> >
A~

6-6LM 0/7JN (A (



F#@ 1 & 9

> ( A"
A
> A"
-( 7IN(A (
7IN(A (
- 6 A "OA PO/KJQ(A
>A A'A"

R 6 A"OAO/KIQA

A-> A A"TIN(A (

7IN(A (
A'A"

( 7IN(A (
7IN(A (

- 6 A "OA PO/KJQ(A

>A A'A"

R 6 A"OAO/KIQA
7IN(A (

A "A"TIN(A

#1

#1

#1

#1

0J

0J

0Ji

0Ji

90 P4

90 P4

90 P4

90 P4

A4

A 4

A 4

A 4

@'2

@'2

@'2

@'2



F#@ 1 & 9

A4 > ( A"
A4 A"
A4 > A"
A4 -( 7IN(A (
7IN(A ( #1 90P4 A4 @2
A4 01J
0
A4
A4 01J
0
A4 A-> A A"TIN(A (
7IN(A ( #1 90P4 A4 @2
A4 A'A"
A4 ( 7IN(A (
7IN(A ( #1 90P4 A4 @2
A4 0Jl
A4
A4 0Jl
7IN(A ( #1 90P4 A4 @2

A4 A "A"7IN(A (



F#@ 1 & 9

>6 9ST(A ( >6
‘R <A
<A KJQ(A (
<A <A
<A <A
<A ‘R
<A KJQ(A ( <A ‘R <A <A
<A <A

B UITFTV4 N G6LRA R6>L W QAL RG6L! >SLRA>- >% A B



- #8

8*

?

*117

) #@

) 33
0$)& ##



F#O 1 &

5 & @/ )&)) & ) $$(6=6 4
) # )
X R>L RWG6A %A : 6A%A( M 6L

<AR63 A.: 96A%A S RA W YRR6 KI!"3:33V $@2
OBP >R W @ 92> L>R R RPA W @ N2

OBP 3 - R 6A%A 6-
5@ @ # ) #@ U 0$) &
##t ) $$,(6=64 & # ) #



F#O 1 &

67



F#O 1 &

#@ ;) #O@



F#O 1 &

1> - (( R AR
>Al
L( 6(:R
>Al
(( RAR
!
L(R
- A
L( 6(:R
L( R

A2

N
@

&M

) ) #@






1

+ 6 & ) # && 5( (
1+1 && 8% %,(6=64 ?
@ / 1 ) $95,(6=64 1 ;
J3M: OA A @ > (M:04 P2GA A @ > (M:0 4 P2
1 )# ) & & ;
) # 8 ?2 @ &
) #
5 &

& & #&&



1 (B+

BBA* ( (*
1 B+( =1L
$+ &0 &
- #E 1 # )

| ) #
@ ;; 8)

)

#

& 1 (B+(

80?7 (6 8 ?

6<



#90 5 (F 1 :

95 () &&

9 _ @@ '#




#90 5 (F

"HE& ) ) & 0

LT ES % T S& ()R,

-/10 12 "1
-/3 45 67

-8 $ 8%

-/10 12 "1
-/ $

-9/ :

-1 $ < =2



0 5 (F 1 ;

RJ3 WQO3M:L A:RR 16 R

I<C(K A: RFL6R( R I<C( ( (R I"$4 L 6IL A 6L -(M : L 6IL A R% M
I<C(K A:RS R R -6LR R -L (R 31 QZ (3FDI
M W @#YZKIY2
A A ( 6RR SLR A -6LR R
BLR(R A -6LR R BLR(R A $$ -6LR R
R > R>R R LA R6>LM:@KI.2 %6R 6L R 16 R>A6 LML>%L
> M - > 66-R6 @ 2
%% M(> R M(> R & M(> R
>A R(M : 6LR (R -6LR R M(> R M:( R
I<C(K A: RFL6R( R I<C( ( (R "## M R L 6IL A R% M( R
I<C(K A:RS R R  -6LR R(R -L  R(R 31 QZ (3FDI
MB6AR 6M R>A >A R :R RRAL
-6LR R( R RAIR(:R "
-6LR R( R RAIR(:R

% A> -->LR >AAR >
@H2



0

76



$ 9 G &

l-_

H( (6 , o# /@ D SH&H 8" (772 @) #@ |/ 1(B+BBB+@ & 5&
81(5) ? ., Y & ?)
H( (66 S & - )+ ! @ 8,(6=? 0 & @ 8%%$,(6=64? ) *
8F #@ # & ? 8 # H)u /& & | ) # 2
6 H( (67 ), o# /@ - SH&H 8"(77? @)#@ /| @ 1B+ ) 0% /) &&
8))& 0 iz & & ))& 0 ;!
7 MH( (6= * 5/ H& 8" (77 ? + & ; ) && @ ; )
8K ; ?



F H& &

+ # & & ) && /I @ &
/III

--—-_

H 56' 3 , 0# | @ -;S$H&H# 8" (77 ( (
H # SS3 0 & ) , 0# | @ -;S$H&# 8" (72 ( (= (
6 H # SS3 0 &! ) , 0# | @ -;S$H&# 8" (77 ( (4 (






"’ # & ## %

! ) H  #] / 8# & ?
@ ; & &;
1 & @ )) # && 8 5( (1+1
&& ? @ : &

$$6=48/ )# <?
$$,6=648/ )# ?
$$,6=6<8/ ) # 77
) )
/ # & [ |/

L # 38 & #HE& ?



@! @ 8 77

0,5)




@ !

0,5 ;

@

8

77




$ - # )HB& ;5%






)

+ @ @ $$,6=6<8 ,0 ?

+ & ) &

+ ) 0%)& ## #

+ )H@ & #

F & L

& |0 |  #&
$3,6=4 1-,(= H #I 8 <?
$ $,6=64 1-,(= H #I g 2
$ $,6=6< H #l 8 77



@

&# ; @ # 8H

CO[ 1 Q

R

1J" "L

$ <

CO[ 1 Q
R

[ Y

CO[ 1 Q
R

I\ = *

# 1

'@

7?

'@ 5& >

SH >)>

6






H#

0) #
/
1;)

8/

# )

5

/

@ &



H#

& M

@

8)() #

& ), @& & $+

&

H

@

?H#



T

' @ [/ &;
#H&& #

F *#& @ @ ;
K@ ) # &

5)& |

$ &M
&

& &
@



-)

0 @ ) H #I 9. @@@'  #(  "# : ([ " (I (®(((®’ (1<74
0o @ )H #* / @@@  #( " H# i * & : ((( &((@ (¢ ( (
67
0 @ )H # SS3 0 &/ s@@@'/ #( # ([ (. (& (@ (
(. ( (67
0 @ )H #F 0 &'l 7/ 9::@@@'1 __#( ( (& (I (6=":
; /@ G # 9: # "#% A
1F$0 7( ) 5 ) 9::@@@"' N _)( 4= () ((/&" #&
&& % ,;, b5F& / 3#!
9:@@@" ')& # : # 0&: D < > > >55F& > /') <
0 # $ 2 ,,; 1 5 F& 3# 1!
2.@@@ 'N& # i # 0&:; D> i>>1 >55F& > ['Y)
1& ) / G) M P&- 1 9: (&' ': 4% (1 &( @ >>>)@ >1 (
M > ')
3 % 82 ) & / 3 1& &, | #o* 90 @ ' o# (" (
& > @ > ( )
K D E! 0$% &R G& K P&- 1 9: (&' '":: =K > (1 >0%"') =
5 0 K, @! /0% , & UF& 9:@O@'& ;. "# (=# &: (= (F& 6 (F (K. @ /(0%




! - P&- 9: && & : 6. >
) 1, # & $ 9: '# & 1 &&:6 =

::@()@@‘ "H# & #,f# > H# <#@ @ # > > > > :
! F +# " Q@' /' @: 4 646 : 9:@@ @' X+ @
0 & / 3# | :@@@ "'N& # ::# 0 &;
> ( (0 & ([ >F (')
# 5 F& / 80 7? 3#! 9:& " "# o ((0& (] ( (:
# 5F& / 80 72 3#! 9:& " "# i (0& ([ (
S5F& / 3#! 9:@@@' '#@ WAV , B3I+
1 5F& / 3#! 2:0@@' "#@ %A1 /5]
1/ ( ( 3# ! s@@@ 'N& # : ;# 0 &; A/ ((
1/ ( (= 3¢ ! :@@@ "'N& # ::# 0 &; 1/ (==
1/ ( (4 3# ! s@@@ 'N& # : ;# 0 &; A/ ( (4

3# |

9:: "#:. @B H44;




u 111

| #
Y) '

[ L %
# &9 # Z
+@ 9 Z#
+ 9 2:@@@' +H

5& 9 9u:& "' ' #




