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Who am |
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Moritz Abrell

IT Security Consultant — SySS GmbH

OSCP

Many years of professional experience in
Voice over IP and Unified Communication
Technologies

Interested in information technology
especially IT security — since his early days
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When we hear about VoIP ... @@
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Media (RTP)

Alice Bob
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VolP and Unified Communication nowadays @@
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VolP Desk Phones
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VolP and Unified Communication nowadays @@
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VoIP and Unified Communication nowadays @@

EXPERTS.

= 8 A

App Server Active Directory

VolP Desk Phones

= =
Sofphones / UC Client

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



@@.
\ e

VolIP and Unified Communication nowadays

Internal network

[T [TE
1t --- O -0
-0 -0
App Server PBX Active Directory

VolP Desk Phones

= =
Sofphones / UC Client

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



(o

/
\

| S
THE PENTEST
EXPERTS.

VolIP and Unified Communication nowadays

Internal network

[T [TE
1t --- O -0
-0 -0
App Server PBX Active Directory

VolP Desk Phones

O~
SIP Trunk (

= =
Sofphones / UC Client

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



VolP and Unified Communication nowadays é*

EXPERTS.

Internal network

1 --- O -0
1 -0 -0
[ = (TR -0
Remote Phones App Server PBX Active Directory

& —
SIP Trunk (

VolP Desk Phones

= =
Sofphones / UC Client

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



» . Chss
VolIP and Unified Communication nowadays S e

EXPERTS.

Internal network

= B A

—
Remote Phones App Server Active Directory

& —
SIP Trunk (

VolP Desk Phones

Mobile Softphones e =

. Sofphones / UC Client

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



. L Chss
VolIP and Unified Communication nowadays iy .

| EXPERTS.

Internal network

Conferencing
20
-0
- )Ot
[ =)
Remote Phones [®) App Server Active Directory
@ N — —
—
i VolIP Desk Phones
Mobile Softphones = [ —
. Sofphones / UC Client

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



» . Chss
VolIP and Unified Communication nowadays S e

EXPERTS.

Internal network

Conferencing
KON

@)

[

folc)

= 8 A

Remote Phones App Server Active Directory

®)

I .
Session Border
i “ l I Controller L= —a

SIP Trunk ( VolIP Desk Phones

Mobile Softphones == ==

. Sofphones / UC Client

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



VolIP and Unified Communication nowadays S e

EXPERTS.

Internal network

B)
@

Conferencing O

./ O [
1 --- O -0
1 -0 -0
[ = (TR -0
Remote Phones @ App Server PBX Active Directory

i .
Session Border
®-\ “ l I Controller '.. '..
SIP Trunk ( @ @
VolP Desk Phones
Mobile Softphones == ==
. Sofphones / UC Client

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



s
Agenda 5 g

EXPERTS.

— Internal network
.
Conferencing O
[\
-0 [ --- 0
1t --- O -0
[ =) (TES) (-0
Remote Phones @ k App Server PBX Active Directory

LS ..
> > (Y] e
" |

)
B)

SIP Trunk ( VolIP Desk Phones

Vioblle Softpnones Sofphones / UC Client

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



The problem with the tools ... @@
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- there are not many tools for VoIP security analysis
- partial outdated
- too static

= manufacturer dependent
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Python
_ SN A \ v
manufacturer independent VAV N N 2 I VAR
>>>>>\>>>>>>>>[|>>||>>| AWAN >>>>>j|>>>>|>>>\>>|>>j>j>/>>>>>>>
RS A N T B . / TAN

. AY4 A AV /! /
customizable
Wizard for handy usage
every tool can be used independently

https://github.com/SySS-Research/WireBug
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Network separation
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Network separation

-  Network Access Control

— 802.1x and MAC based Authentication
- https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
- https://github.com/SySS-Research/Lauschgeraet
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-  Network Access Control

— 802.1x and MAC based Authentication
- https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
- https://github.com/SySS-Research/Lauschgeraet

= Link Layer Discovery Protocol — MEDIA (LLDP-MED)
—» Layer 2 Protocol (OSI Model)
protocol to exchange information between physical neighbors
no authentication
MEDIA: VLAN-IDs, Call-Server IP address, DiffServ

N


https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-Duckwall-Bridge-Too-Far.pdf
https://github.com/SySS-Research/Lauschgeraet
https://github.com/SySS-Research/Lauschgeraet
https://github.com/SySS-Research/Lauschgeraet
https://github.com/SySS-Research/Lauschgeraet

. yss)
Network separation @

EXPERTS.

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



. yss)
Network separation @

EXPERTS.

~

LS

I

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



(o

/
\

| S
THE PENTEST
EXPERTS.

Network separation

(= Set VLAN ID
And | will give you access
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Desk Phones
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Eavesdropping calls @@
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= today SIP and RTP is encrypted
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Eavesdropping calls @@
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= today SIP and RTP is encrypted

- SIP over TLS
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Eavesdropping calls @@
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= today SIP and RTP is encrypted
- SIP over TLS

- SRTP-SDES
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= today SIP and RTP is encrypted
- SIP over TLS

- SRTP-SDES
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Provisioning
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Provisioning | As an admin you want ... @

EXPERTS.

- as little effort as possible
= automatic provisioning and deployment of new phones

- central administration
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Provisioning | Example OpenScape Business

Contact Me: IP-Address:Port

<€
Information: HW-ID, SW, Date, etc.
= . e
< Contact-Me: | have new configurations for you =
Give me new configurations
< Set key for call forwarding
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Provisioning | Example OpenScape Business @@

Contact Me: IP-Address:Port

Information: HW-ID, SW, Date, etc.

=
< Contact-Me: | have new configurations for you U

Give me new configurations

Set Admin-PW to ,111111"

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



Q

Conferencing
KON

0
o

)

Remote Phones

2)

SIP Trunk (

Mobile Softphones

Internal network

S yss

EXPERTS.

Active Directory

[T -0
10001 -+- O (-0
10 --- O (-0
App Server PBX
Session Border
Controller [ = [ g

VolP Desk Phones

= =
Sofphones / UC Client




Softphones
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Eavesdropping calls - Softphones

- SIP over TLS
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- ZRTP
— e

ZRTP Hello
o) / ZRTP Hello ACK

! pr—— ZRTP Hello
Invite > _ ' ZRTP Hello ACK

Invite

ZRTP Commit

< 200 OK ZRTP DH1

200 OK
ZRTP DH2
Media Session SRTP
€-=-=-=== l —————— >l €-——-—-=——=——=——-=--
7 v o T v
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Unified Communication Software
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Unified Communication Software @@
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LDAP Query (incl. Authentication)

<€

Userl, User2 etc.
1001 --- O
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| D & https://wiki.unify.com/wiki/How_to_connect_OpenScape_Business_to_LDAP_Server

Example: System LDAP connection to Active Directory

Within this example the following is assumed:

= |P address of the Active Directory LDAP server: 188.6.127.33

= Username: Administrator@winZk8dom.net

= Password / Confirm password: Password of the Administrator user
= Bagic DN: dc=win2k&dom,dc=net

Moritz Abrell

DSA IP address of the LDAP server: [198.6127 33
I Port numbis for LDAP access:
Texts Usemame: |administr, Bdom.net
e e Password
Speed Dials.
Service Codes Confirm ST
Gatewny
Poynons | LUAP server parameters |
AFIEF Codepoints Basic DN: |demwindkidom, de=nel
Quality of Service Search - [ene%"
P Date and Time wory: |
— Result atibute, Name: [ ]
ol Churuee Result atiribute, Station number.
Waicemadl | Announcement Player .
Phane Parameter Depboyment Sort search results: b
*“1Power Management
— LDAF station number analysis
LDAP setzwe code: [0 |
LDAP stabion number prefoc [ |
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Unified Communication Software

| D & https://wiki.unify.com/wiki/How_to_connect_OpenScape_Business_to_LDAP_Server

Example: System LDAP connection to Active Directory

Within this example the following is assumed:

= |P address of the Active Directory LDAP server: 188.6.127.33

I = Username: Administrator@winZk8dom.net

= Password / Confirm password: Password of the Administrator user

= Bagic DN: dc=win2k&dom,dc=net

MSA IP address of the LDAP server: [198.6127.33
—_— [ Port numbes for LDAP access: [389 ]
Texts Usermame: |adrminisir Bdom net
- Passwors:
Speed Dials.
irarall Confim password
Gatewny
Poynons |LDAP server parameters |
AFIEF Codepoints Basic DN: |demwindkidom, de=nel
Quality of Service Search e~
P Date and Time query- |
e r— Result atibute, Name: [ ]
b Result attribute, Station number: _: lephoneMumber |
Waicemadl | Announcement Player .
Phane Parameter Depboyment Sort search results: b
*1Power Mansgemant
— LDAF station number analysis
LDAP setzwe code: [0 |
LDAP stabion number prefoc [ |
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& LDAP Query (incl. Authentication)
O <
A -0

LDAP Query (incl. Authentication) pe—

Userl, User2 etc.
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PBX and SIP ST-”ifm
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- user enumeration
—» Sending a register request to the PBX
—» Get 401 or 407 back in case user exists
- Get 200 back in case there is no password required

- online brute force attack

Moritz Abrell Penetration testing communication systems nowadays Hacktivity 2020



Q

Conferencing
KON

0
o

)

Remote Phones

2)

SIP Trunk (

Mobile Softphones

Internal network

S yss

EXPERTS.

Active Directory

[T -0
10001 -+- O (-0
10 --- O (-0
App Server PBX
Session Border
Controller [ = [ g

VolP Desk Phones

= =
Sofphones / UC Client




SIP Trunk
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o
SIP Trunk S

- Registration Mode
—» password based authentication
—» Security depends on the password quality

- Static Mode
- IP based authentication
—» Security depends on network ACLs
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Mobile Softphones
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Mobile Softphones St
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- external access to internal services

—» customer statement: ,This is not a problem because everything is encrypted and we are using an
expensive session border controller to detect and prevent attacks and finally keep our internal
network secure.”



Mobile Softphones

Moritz Abrell

[MaliciousSignatureDB]

| Index | Name | Pattern

0] ISIPVicious Header User-Agent_content prefix ‘friendly-scanner
i i5IPScan Header User-Agent_content prefix ‘sip-scan’

|2 |Smap |Header.User—Agent.content prefix ‘'smap’

|3 |Sipsak |Header.User—Agent.content prefix ‘sipsak’

|4 |Sipc|i |Header.User—Agent.content prefix ‘sipcl’

5 Sivus Header User-Agent_content prefix ‘SIVuS'

|E |Gu|p |Header.User—Agent.content prefix "Gulp’

|? |E-‘,~i|1war |Header.User—Agent.content prefix ‘sipv

|8 |Sundayddr Worm |Header.User—Agent.content prefix ‘sundayddr

|9 hfaleUserﬁgent |Header.User—Agent.content prefix VaxlPUserAgent’
|1 0 hfaxSIPUserAgent |Header.User—Agent.c ontent prefix VaxSIPUserAgent’
|11 |SipArmyKnife |Header.User—Agent.content prefix ‘siparmyknife’

Penetration testing communication systems nowadays
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Remote Desk Phones
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Remote Desk Phones @@

- external access to internal services
- VPN (IPSec)

- Reverse Proxy
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Remote Desk Phones | Reverse Proxy @@

- ,The RP will validate incoming registrations against their certificate”
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- ,The RP will validate incoming registrations against their certificate”

= “If the certificate is valid (...), the registration is forwarded to the PBX using TLS”
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»,1he RP will validate incoming registrations against their certificate”
“f the certificate is valid (...), the registration is forwarded to the PBX using TLS”

“If the certificate is not valid or the incoming registration was sent with TCP (not TLS) or the Check
Certificate check-mark is not set, it is forwarded to the PBX using TCP”
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EXPERTS.

- ,The RP will validate incoming registrations against their certificate”
= “If the certificate is valid (...), the registration is forwarded to the PBX using TLS”
_)

“If the certificate is not valid or the incoming registration was sent with TCP (not TLS) or the Check
Certificate check-mark is not set, it is forwarded to the PBX using TCP”

https://wiki.innovaphone.com/index.php?titte=Coursel12:Advanced - Reverse Proxy#Reverse Proxy and Certificates
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—— Signalling
—— SRTP
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m — DTLS Handshake
m @ AES Key in DTLS
) I Fingerprint of Browser Certificate

Alice Bob
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https://www.syss.de/fileadmin/dokumente/Publikationen/2020/2020 07 28 New_Ways of Communicating_When_End-to-End-Encryption_Gains_a_New_Meaning.pdf
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Conclusion & Recommendation @

- VoIP and UC means not just a few IP phones in your network
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= VoIP and UC means not just a few IP-Phones in your network

- Do not trust the ,encryption®
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= VoIP and UC means not just a few IP-Phones in your network

= Do not trust the ,encryption®

= Think twice if you follow manufacturer documentations
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= VoIP and UC means not just a few IP-Phones in your network

= Do not trust the ,encryption®

= Think twice if you follow manufacturer documentations

= Include VoIP and UC components into your IT security concept.
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VoIP and UC means not just a few IP-Phones in your network

Do not trust the ,,encryption”

Think twice if you follow manufacturer documentations

Include VolP and UC components into your IT security concept.

Do VoIP and UC penetration testing
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= VoIP and UC means not just a few IP-Phones in your network
= Do not trust the ,encryption®

= Think twice if you follow manufacturer documentations

= Include VolP and UC components into your IT security concept.
— Do VoIP and UC penetration testing

= ,Smart people defend your networks. Products do not defend your networks*
- Joe McCray, Hacktivity 2012



Thank you! | Contact me S e

- Mail: moritz.abrell@syss.de

- Homepage: https://www.syss.de/en

- WireBug: https://github.com/SySS-Research/WireBug

- YouTube: https://www.youtube.com/SySS Pentest TV

- Publication about WebRTC and conferencing analysis:
https://www.syss.de/fileadmin/dokumente/Publikationen/2020/2020 07 28 New Ways of Communic
ating When End-to-End-Encryption Gains a New Meaning.pdf
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